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Flash Memory

over recommended ranges of supply voltage and operating free-air temperature (unless otherwise noted)

PARAMETER TEST CONDITIONS Voo MIN TYP MAX| UNIT
Ve jramErasey  Program and erase supply voltage 22 3.8 v
frre Flash timing generator frequency : 257 476 kHz
lpam Supply current from Vec during program 22V3eV 1 i ma
lERasE Supply current from Ve during erase 2236V 1 T ma
Cumulative program time (" 22VI36V 10| ms
{ohErRaze Cumulative mass erase time 22W3i8V 20 s
Program/erase endurance 0+ 100 cycles
tretantion Data retention duration T,=25°C 100 years
bword Word or byte program time See @) 30 tere
tBiock, 0 Block program time for first byte or word | See & 25 teto
- E;{t::i?:sgrr;m time for each additional See @ 18 pilin
tBlock, End Block program end-sequence wait time See @ [ et
thiass Erase Mass erase time See @) 10593 tere
lSeq Erase Segment erase time See @ 4819 trr

MSP430F2xx 45
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@ Erase
«—> < B
: GenEr:te!* Erase Operation Active Remove
Programming Voltage () Programming Voltage
l |
| Erase Time, Vo Current Consumption is Increased |
« >
I |
BUSY
— tmass erase = 10593/fr71G, tsegment erase = 4819/fF16 e
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Void Flash Erase(u16 t EraseAdr)
{
ulé_t* Flash ptrA;
Flash ptrA = (u16_t *) EraseAdr; // Point to beginning of seg
FCTL2 = FWKEY + FSSELO + FN1; // BLERTHP, {E{SFLASHETHH7E
257Khz "~ 476KHz
FCTL3 = FWKEY; / /FLASHfZ 4
FCTL1 = FWKEY + ERASE; // Set Erase bit
*Flash ptrA = 0x00; // Dummy write to erase Flash seg
while (FCTL3 & BUSY) ; [/ FRFRRIRIETER, T=ER
FCTL3 = FWKEY + LOCK; // B L

}

Execute and gain share S p—
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€ Write
</ L/
%
| | | |
D . e b—>
B o Programming Operation Active Hisnive
Programming Voltage Programming Voltage
I |
I Programming Time, V¢ Current Consumption is Increased |
E 5
I 1
BUSY
== tword write = 30/fF1G
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Void Flash Write(u16 t WriteAdr, ul16_t* DataBuf,ul16 t WriteByts)
{

ulé_t i, Flash ptrA¥*;

Flash ptrA = (u16_ t *) WriteAdr; // Point to beginning of seg

FCTL2 = FWKEY + FSSELO + FN1; // BECERT4h, {FEFLASHET#h7E
257Khz"~ 476KHz

FCTL3 = FWKEY; //FLASHf#$
FCTL1 = FWKEY + WRT; // Set Write bit
for (i=0;i< WriteByts;i++)

{

*Flash_ptrA++ = *DataBuf++;

while( ! (FCTL3 & WAIT) );

}

while (FCTL3 & BUSY) : //FFERIRIETR, TER
FCTL3 = FWKEY + LOCK: // EF

J
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MXBEENATUBRFTEZNRIES:

1) FLASHEG$#1IZRE

2) FLASHRYURZ S

3) IRIFEFLASHIERIE, BRERIEES

4) BohiERRsEE#IE (JFECharge Pump)
5) FFRIETR

6) FLASHEFTS, FiRH.
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Table 6-28. Memory Organization

ACCESS | MSP430FR4133 |  MSP430FR4132 MSP430FR4131
I
Memory (PRAM) Read/Write
o I 15 KB i 8 KB 4KB
L“'.'ar']';t'"rfs"”m vaciors: and (Optional Write. | FFFFh-FF8oh | FFFFh-FF8oh FFFFh-FF80h
il Protect)!!) I FFFFh-C400h | FFEFh-E000R FFFFh-FO00N
Main: code memaory i
_ I 2 KB I 1KB 512 B
i i I 27ffh2000h | 23FFh-2000h 21FFh-2000h
|
ReadV\rie 1 adE] I
| : : 12B 5128 5128
Information Memary (FRAM) (Optional Write 1 'J : I ) 3
el | 1oFFn-1800n ) 19FFh-1800h 19FFh-1800h
Bootstrap loader (BSL) Memory — | 1 KB | 1KB 1 KB
(ROM) y I 13FFh-1000n 13FFh-1000h 13FFh-1000h
| . I 4 KB i 4 KB 4 KB
Pedpherls R I OFFFh-0000h | OFFFh-0000h OFFFh-0000h
L | B B N B N B |
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OXFOOOX PN HEHFFEMSP4A30FRA1ZA EF EFF X, EE
FRAM, IIRFERXPMAFETT B L RE

void Fram_Erase(void )

{
ul6_tx ErasePtr = (ul6_t *) (OxFOOO);
*ErasePtr = OxFFFF;

}

) ,.r"-":-l '."h—-_- -
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FLASHREEMN1“E” 0, ZEHEN “OPIE 2] “178f, HRgitsd “#hg”
e, BEREREA 2K “oTes “ 1 ERE. AN, BEERMIS N ERALE—
MSegment, X BT EIATRME RS T — 1 bitilh 75 2R > segment. M
MSP430H M FE R PRI TE, HRE—/bitth4s (EFLASHWN) , B ZEE
ST . EME AN S EA L E R EEERE (HILFRAM. RAMIM
5) SEFLASHG PR, b, EHIEME AR RN B IR B R
W InThFE

Parameter FRAM (FR4133)"" Flash (F2274)""
Program time for byte or word (maximum) 120 ns 116 ps (approximately)
LA & & 3 & &N B _B B _ B _B B B B _BR_§N B &R _&B_B_B_B_ & ;B
Erase time for segment (maximum) Not applicable (pré-erase not required) 18 ms |
-------------------- ll

No extra current during write

Supply current during program (maximum) (included in active power specification) 5mA
Supply current during erase (maximum) Not applicable (pre-erase not required) T mA

Nonvolatile memory maximum read frequency 8 MHz 16 MHz

A —
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MPU = Memory Protect Unit

1> MPU B H ?

Memory Protection Unit (MPU) Introduction

The MPU protects against accidental writes to designated read-only memory segments or execution of
code from a constant memory segment. Clearing the MPUENA bit disables the MPU, and the complete
memory is accessible for read, write, and execute operations. After a BOR, the complete memory is
accessible without restrictions to read, write, and execute operations.

The Memory Protection Unit features include:

= Configuration of main memory into three variable-sized segments

= Access rights for each segment can be set independently

» Fixed-size constant user information memory segment with selectable access rights
= Protection of MPU registers by password

NOTE: After BOR, no segmentation is initiated, and the main memory and information memory are
accessible by read, write, and execute operations.

Execute and gain share Your Integral Companent to Success

s




SERIAL
FhEESRE

B Texas MSP430 FRAM FJ3F E S5 11

2>MPU E4/H?
N Moy Highest Address
Segment 3
:::%: ——] Border (B2)
IP — Border High (IBH) p———— %: —
Segment 2
IPsegment
interrugl vectors 0x0FFFF
:::::}::::Z Border (B1)
IP = Border Low (IBL) :::::i:::::
Segment 1
. d Lowest Address
: :
T 0x19FF
User Information Memory
' T 0x1800
I i 0x0000

Execute and gain share Vour Intsgral Co
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void Mpu_Setting(void)
{

/IMPUIRER{ERE, FFE B EIEH
MPUCTLO = MPUPW,
MPUSEGB1 = 0xOFFO;
MPUSEGB2 = 0x1000;
MPUSAM = MPUSEGIRE \
| MPUSEG3RE \
| MPUSEG2WE | MPUSEG2RE \
| MPUSEG1XE | MPUSEG1RE ;

/IMPURRIRfERE, T E BB EILH

MPUCTLO = MPUPW | MPUENA;
[[BFEEMPUCTLOM S F 1 5%, ZIEMPUSHFRRIAXEA
MPUCTLO_H = OxDD;

Execute and gain share
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Table 7-8. MPUCTLO Register Description

Bit Field Type Reset Description

15-8 MPUPW RW 96h MPU Password. Always reads as 096h. Must be written as 0ASh; writing any
other value with a word write generates a PUC. After a correct password is
written and MPU register access is enabled, a wrong password write in byte
mode disables the access and no PUC is generated. This behavior is
independent from MPULOCK bit settings.

7-5 Reserved R Oh Reserved. Always read 0.

4 MPUSEGIE RW Oh Enable NMI Event if a Segment violation is detected in any Segment.
Ob = Segment violation interrupt disabled
1b = Segment violation interrupt enabled

3-2 Reserved R Oh Reserved. Always read 0.

1 MPULOCK RW Oh MPU Lock. If this bit is set, access to all MPU Registers except MPUCTLA,
MPUIPCO, and MPUIPSEGx are locked and they are read only until a BOR
occurs. BOR sets MPULOCK to 0.
Ob = Open
1b = Locked

0 MPUENA RW Oh MPU Enable. This bit enables the MPU operation. The enable bit can be set any
time with word write and a correct password, if MPULOCK is not set
Ob = Disabled
1b = Enabled ‘
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Syswe=m Cunfiguration Register 0

Figure 1-31. SYSCFGO Register

15 14 13 12 1 10 g 8
Reserved
1] r r Lyl ] ] i
7 & 5 4 3 2 1 0
Reserved |  DFwP PFWP
1] i r rQ L] rQ rw-1 w-1
Table 1-28. SYSCFGO0 Register Description
Bit Field Type Reset Description
15-2 Reserved R Oh Reserved. Always read as 0.
1 DFWP RW 1h Diata FRAM write protection
0b = Data FRAM write enable
1b = Data FRAM write protected (not writable)
0 FPFWP RW 1h Program FRAM write protection
Ob = Program FRAM write enable
1b = Program FRAM write protected (not writable)

void Fram_Erase(void )

{

ulé_t* ErasePtr = (ul6_t *) (OxFOO0O);
*ErasePtr = OxFFFF;

}
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5.10.1 FRCTLO Register
FRAM Controller Control Register 0

Figure 5-3. FRCTLO Register

15 14 13 12 11 10 ] 8
FRCTLPW
M sV ey eV MV ey ey ey
7 6 5 4 3 2 1 0
Reserved | NWAITS | Reserved
r=0 rev=[0] rwv=[0] rev-[0] r=0 r=0 r=0 r=0

Table 5-2. FRCTLO Register Description

Bit Field Type Reset Description
15-8 FRCTLPW R 96h FRCTLPW password. Always reads as S6h.

To enable write access to the FRCTL registers, write ASh. A word write of any
ather value causes a PUC.

After a correct password is written and register access is enabled, write a wrong
password in byte mode to disable the access. In this case, no PUC is generated.

T Resarved R Oh Resarved. Always reads as (.

G=4 NWAITS R Oh Wait state control. Spaecifies number of wait states (0 to 7) required for an FRAM
access (cache miss). 0 implies no wait states.

3 Resarved R Oh Reserved. Must be written as 0.

2-0 Resarved R Oh Reserved. Always reads as 0.
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MSP430FR69x2(1) MSP430FR69x0
MSP430FR68x2(1) MSP430FR68X0
Memary (FRAM) Total Size L 63 KB 'i 32 KB
Main: interrupt vectors and l FFFFh=00FF&0h DOFFFFh—00FFB0N
signatures I _013FEFho04s00n 1 DOFF7Fh-D08000h
Main: code memaory e
Al Sect 1 2 KB 2 KB
_ DO23FFh-001CO0h_ 0023FFh—001CO0h
Device Descriptor Info (TLV) 256 B 256 B
(FRAM) 001AFFh—001A0OR 001AFFh-001A00R
Info A 128 B 128 B
0019FFh—001880h 0019FFh-001880h
Info B 128 B 128 B
00197Fh—001800h 00197Fh—001800h
Information memory (FRAM)
Info C 128 B 128 B
0018FFh—001880h 0018FFh—-001880h
Info D 128 B 128 B
00187Fh-001800h 00187Fh-001800h
BSL 3 512 B 512 B
0017FFh—001600h 0017FFh-001600h
BSL 2 512 B 512 B
Bootstrap loader (BSL) memory 0015FFh—001400h 0015FFh—001400h
(ROM) BSL 1 512 B 512 B
0013FFh—001200h 0013FFh-001200h
BSL 0 512 B 512 B
0011FFh—001000h 0011FFh-001000h
Size 4 KB 4 KB
Peripherals 000FFFh—D00020h O00FFFh—000020h
Size 26 B 26 B
Ty AR 000001Fh—000006h 000001Fh—000006h
Resaread Size BE BB
(Read Only)@ 000005h—-000000h 000005h-D00000h
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1] RIE D ECFRAMERIE AN 5 7 i AV A

xcl 5 2 AT

// RAM memory

//

-Z(DATA)TINYRAM=0006-001F

-Z(DATA)DATA16_|,DATA16 Z,DATA16_N,TLS16_I=1CO0-23FF
-Z(DATA)CODE _|

-Z(DATA)DATA20_|,DATA20 Z,DATA20_N
-Z(DATA)CSTACK+_STACK_SIZE#

xcl B E

// RAM memory

-Z(DATA)TINYRAM=0006-001F
-Z(DATA)DATA16_I,DATA16 Z,DATA16 N,TLS16 I1=1C00-23FF, 4400-47FF
-Z(DATA)CODE _|

-Z(DATA)DATA20_|,DATA20_Z,DATA20 N

-Z(DATA)CSTACK+ STACK_SIZE#

Execute and gain share el | CorndiRant N e '
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//
// Constant data

//
-Z(CONST)DATA16_C,DATA16_ID,TLS16_ID,DIFUNCT,CHECKSUM=4400-FF7F

//

Z Code 4800-FF7F

-Z(CODE)CSTART,ISR_CODE,CODE16= 4400-FF7F

y 4800-FF7F

// All memory O-FFFFF

//

//

Cod
) Code 4800-FF7F

-P(CODE)CODE=4400-FF7F,10000-13FFF
-Z(CODE)CODE_PAD

//

// Constant data

// 4800-FF7F
-Z(CONST)DATA20_C,DATA20_ID,CODE_ID=4400-FF7F,10040-13FFF

Execute and gain share

Your Integral Component to Success

SERIAL
FhEESRE




pTexas 401401 R 75 S EEFRAMAE BB FIAE B (5 B0 B SERIAL

ThESEE

void Mpu_Setting(void)
{

/IMPURIRfERE, T E BB EIL#
MPUCTLO = MPUPW;

MPUSEGB1 = 0x0480;

MPUSEGB2 = 0x1000;

MPUSAM |=
MPUSEGI1XE | MPUSEG1RE | MPUSEG1WE
[ ... [......;

/IMPURRERfERE, T E BB EILH
MPUCTLO = MPUPW | MPUENA;

[[BFEEMPUCTLON S F 1 55E, ZEIEMPUFFRRHIEX
MPUCTLO_H = OxDD;
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EMPUIE], LLAFR4133 94

Table 6-28. Memory Organization

ACCESS MSP430FR4133 MSP430FR4132 MSP430FR4131
r | | | |
m:!“?ﬂtéiﬁﬁ‘:’” oremri Read/Write 15 KB 1 8 KB 4KB
B r',l”'t'”rss ki v (Optional Write | FrrFnFreon Il FFFFh-FF8ON FFFFh-FFBO0N
g Protect)!" | FFFFh-C400h FFFFh-E000h FFFFh-FOOOh
Main: code memory |
. | 2 KB | 1KB 512 B
hAM e i | 27FFh-2000n 23FFh-2000h 21FFh-2000h
Read/Write I
; : : 512B | 512B 5128
Information Memory (FRAM) (Optional Write 7 ) )
Protech L 9FFn-1800h 19FFh-1800h 19FFh-1800h
Bootstrap loader (BSL) Memory Read onl 1 KB 1 KB 1 KB
(ROM) y 13FFh-1000h 13FFh-1000h 13FFh-1000h
| . 4KB 4 KB 4KB
Peripherals ReadWrite OFFFh-0000h OFFFh-0000h OFFFh-0000h
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xcl 5F ACHi
[ <o

// RAM memory

-Z(DATA)DATA16_|,DATA16 Z,DATA16_N,TLS16 [=2000-27FF
-Z(DATA)CODE _|

-Z(DATA)DATA20_|,DATA20 Z,DATA20 N
-Z(DATA)CSTACK+_STACK_SIZE#

xcl 55

// RAM memory

-Z(DATA)DATA16_|,DATA16 Z,DATA16 N,TLS16 |=1800-19FF,2000-27FF
-Z(DATA)CODE _|

-Z(DATA)DATA20_|,DATA20 Z,DATA20 N

-Z(DATA)CSTACK+ STACK_SIZE#
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File Edit View ~r|:|_|ec+ Debug Simulator Tools Window Help

DeE@& !

: “F |_[_-%*___f..f 3} .{g iy f',’ _i| x X
Workspace x [ o1 main ~ x Disassembly — = |
Debug 10 [hkdkdkkkkkkkkkkkkkskhkkkxex—  Ooto | V| Memary i || Expression Value Location 1
i B 2| *=% : Seial success | Disassambly ~ || RAM_varia. 0=0000 Hemory: 0x1800 L
3 kR % 3 Test.c HOV FDFUD . S5VSCFGD = Arry <array>"" Hemory: 0x1802 L
Elr'“‘ g4 | xx T Hi“: IAR for MSP43( e e ' - [0 s pu =R iciio s DT i
I i'sif“ Al %% Benny ; i zta't. ] '"\0' (0=00) Memory:0=1803 L
|_D[C:, 6 :: H: Mar.14th e 2] “\0' (0x00) Memory:0x1804 L
- i BN i
Co| 115 i, WOV sSEE(CoTACK). 5P e
g kkkkhkkkhkkhkkhkhkihkhhkhkhhkhikhkikkk onc404 4031 2800 nov . w #0x2800.5F [5] N0 (0x00) Hemoryzﬂxlsﬂ? i
E— 10 HOV #SFE DATA16_Z, cwo o i
By " " e [6] ~0' {0=00) Hemory:0x1808 L
— 11 #include "mspd30£frd4133.h Ycstart_init_zero: 7] 0" (Dx00) Hemory: 0xlg0s ]
— 2 00C408 403C 1800 nov.w  #0x1800 R12 : o ?jU e
L 12 unsigned int RAM variable; MOV faizeof DATALE Z. CW1 (&] U=h e nowy Ua .
E a e ]| '~0' (0=00) Hemory:0=1B80B L
e 14 unsigned char Arry[30]; 00C40C 4030 0020 nov.w  #0=20.R13 i T an e
—al| = : : 14} ARRALL. . _datal i neasete EH% NIE Euznu; Lo t
}@_D void main( void ) 00C410  13B0 C462 calla  #_ datalé_memzero 7] S Hemar?ﬂxlSDE :
=l _ .
' : ; TECALL
Bl it rateidor timer to /i W st catd main: e e
= [+ : ; = i : 0t :
= ' 00C414  13B0 C41C calla  #nain [15] A G EULL L REnEEY By .
f', i i o RECATT  mxit [15] ~0' (0=x00) HMemory: Oxl1811 L
AM_variable = UxlZ354; 16 '~0' (0=00) H (0=x1812
5 = 00C413 1380 C472 calla  #exit EW% e Euznu; H:Eg_nzwla t
E ﬁ“%u% . Uxaké; maintqDTCTL = WDTEW + WDTHOLD; (18] ‘0" (0=00) Menory.0xlBld .
A5 Arrylll = Uxbb; : gt :
95 Atry[2] = 0xCC: 00C41C  40B2 SAB0 01CC nov.w  #0x5A80, &WDTCTL Fzg% ,\g, Egzgg; ﬁ:ﬂgivgzigig ::
2 Arry[2] = 0xDI RAM wariable = 0x1234; [21] .0t (0m00) Hemoryzﬂxlsl? L
27 Arry[4] = 0 00C422 40B2 1234 1800 nov.w  #0x1234, &RAM_varisble et b
= i E [22] ~0' (0=00) Hemory: 0=zlB18 L
= Arry[3] = 0 ARERLE), = Dk [23] 0’ {0x00) Memory:0x1819 L
2 00C428 40F2 D0A& 1802 nov.b  #0zkd Gdrry f ¥
30 while(1); Arry[1] = OxBB: [24] B LImOD ewmong Bl S 1
a1 1 ' [25] '~0' (0=00) Memory:Oxl181B L
; 00C42E 40F2 OOBE 1803 nov.b  #0=BB. &0x1803 o _
g L Arry[2] = DxCC [2E] ~0' (0=00) Memory:O0xl81C L
¥ 2 [27] '~O0' (0=00) Memory:O0x181D L
00C434 40F2 00CC 1804 nov.b  #0=CC, &0x1804 et ,
arry[3] - 0=DD. [28] ~0' (0=00) Hemory:0xlZ1E L
: Fas !
[test 00C434  40F2 0ODD 1805 mov b #0=DD, &0x1805 " {H[Izgﬂh - i (RRO00 | e, Dol AL 5
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e » System (C:) » Program Files » IAR Systems » Embedded Workbench 7.4 » 430 » src » lib » 430

st

£ EMHER =it For
L] cexits43 2016/4/11 11:14 543 3xit S KB

] cstartup.s43 2016/4/11 11:14  S43 37t 14 KB
i B

|| DbIMulHw.s43 2016/4/11 11:14 543 304 8 KB
* 7 DbIMulHw32.543 2016/4/11 11:14  S43 37f% 12 KB
* | divasm.s43 2016/4/11 11:14 543 37i% 4 KB
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program start:

FUBLIC %Yestart besgin
Yeostart begin:

s it e Lo

£4 Turn off the watchdosz.

ot

J/ MNote: This is excluded by default. Please define

£/ DISABLE_WATCHDOG to include 1t.
rf
#ifdef DISABLE WATCHDOG

HOV #WDTFW + WDTHOLD, &WDTCTL

Jf mmmmmmmmmmemme e
F/ Initialize SP to polnt to the top of the stack.
A
#if _ DATA MODEL__ == _ DATA NODEL_LARGE
MOVa YSFE(CSTACE), SF
Helse
Moy #SFE(CSTACK), SP
Hendif
£
/4 Ensure that main is called.
£

EEQUIERE Ycstart call main

— Execute and gain share Your Integral Compenen
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IP Encapsulation

e MSP430FR IPE Module

—|PE Module introduce
—IPE application Lab
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PlaP2x PixPdx PExPE.x PT.x Pox Pld.x
upta upta up i up e up 4o upta

LEEIM  LFXCHIT! 18
HFEXIN  HEXOUT
l l Capacilive Towch 10 I Cepaciiva Touch 1D 1
Comp_E | | ADC12.8 102 Paris | U Foets| | 00 Perd | | 1O Port | | 60 Port | | 190 Part
FACLE - = ACLE o B REF_A P, F2 B3, Pd PS5, PG F? Pa PJ
Clack g i 16 feog iy 16 2B UOs | | 260 O] | 208 U0 | txf B0 ] | 1x8 10O | | 138 100s
Syslnm inpuis) HHL inputs, ‘Vollage
- SMELK uping ||| Rebernrce P PB PC PO PE
oA N Ingarks] 116 VO [1x18 0] |16 0= | 128 v0s] | 128 0=
Canirellar P
AR & & F Y F A A A A & A & & & 4 & & A&
FChannat | T
KBE
Bus
CE‘;E' _ MDB 4 W : 4 k3 k L J w W ¥ W
3 & F F 1 F Y & F Y F Y F 1 F Y
CRUM2 L=
Inel, 18 v ¥ v W vy v vy v v v v v L B
Regislers | i CRC1E TAZ TAS
Pawar AES25E
Wit CRE-18-
. et WL | Syerriy Wiatch- Times_A Timar_a
o CRC32 EriTe- dog 2o BCC
e {E i)
EEM el (rakase il | Rl
- [ B
{5341} .5 [EleesT
. Moa
ITaiE - F 1 F 1 F Y F 1 i F Y F 3
Intesfaos AE
Sey-Bi- B B B I Y ¥ ¥ v W . Jr w
Wire v TE TAD Th1
i eliscl_an]| Jeusci Bo LCo
: eLISC_A1 alkSCl_BA
T Timer_B Tirrwer &, Timer_A 1?:"5
i P ] fL= s [UART, fLrien g
¥ Ficatm A bers ey s WL |.- WL
' u:ln-.l; -::ﬁ'mn |i.-ua.'m.| g; il 2 1o 4 miux]
LP#A3.5 Doman | b .

b —— P a = . PR T} 5 B 4 B AL 4 e P e e e R A e e e
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* What is IPE? —- intellectual property (IP) Encapsulation
* Which Devices have IPE module?—-FR58xx/FR59xx/FR69xx
e How to use IPE module?
http://www.ti.com.cn/cn/lit/an/slaa685/slaa685.pdf
(from Page9 to the last)

What IPE can do ?

Execute and gain share Your Intearal Corniie T
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* |P Encapsulation allows the user to encapsulate and protect an area of the
FRAM memory from readout

* When IPE is in place, any code or data in the IP Encapsulated area is protected
from read or write access from anywhere outside of the IP Encapsulated area,
even by JTAG

* No form of code protection is perfect, but this feature adds an additional layer
on top of JTAG/SBW or bootloader security, for sensitive data like keys or for
proprietary code that is the user's intellectual property (IP)

* The way to remove the IPE protection is to perform a special mass erase
sequence enabled by the tool chain

Execute and gain share your Integral CoragGnentie Sictaes
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#HIPECRIFRI R AT LA EEA TIEf RS REER |, (BRIPEXIRARY
iR (FE ) ReeiFIPEXIRRYEREGERN.

FRAM430 LB EHARS EHRITRPAE |, maiT—EREXE430H
ZFAYBoot Code , XEAABATFINE B REESEFIENBSLINERF , X2
[5Boot CodefTidH{TIPERE B LURIPIPEXIFAIKED , e A<SiiTRAF.

Execute and gain share Ve IDBOal Gt I::.‘__-.!:__.; S




. }E)S(’?SUMENTS I P E E"I\j -

I IP Encapsulation Removal

EA

After successful instantiation of an IP protected memory area, a mass erase only erases the memory area
outside of the IP Encapsulation. To perform an erase of all memory locations in main memory and to
remove the IPE structure pointer, a special erase sequence must be performed. For more details, see the
MSP430™ Programming Via the JTAG Interface User's Guide (SLAU320). How to initiate this erasure
from the IDE, see the Code Composer Studio for MSP430 User's Guide (SLAU157).

Cateqony:

Factary Settings

General Options

Static Analysis
C/C++ Compiler -
Assembler Setup Downdload Breakpoints
Custom Build |
Build Actions ] Verify download

: ow erasefwrite access to locke ash memory
s a1l i t to locked flash
TI ULP Advisor Dﬁ.ll-:-w erase/write access to BSL flash memory
|External code download
Debugger
FET Debuager Flash erase
o = ) Eraze maln memory
() Braze main and Information memory
Retain unchanged memory
@ Compare with image on target
Compare with image cached on FC
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VISPA3) | 32-bit Cortex-M4F o
Cortex
* 32-bit pipeline architecture -
Cortex -M4
. . Nested Vectored Wake Up Interrupt
* Cortex-[\/l4 W|th DSP extension Interrupt Controller Controller Interface
Instruction set
CPU (with DSP Extensions) FPU
* Floating Point Unit — Data Debug
lRterace Watchpoint Accose
Manor Flash Patch Port
» Standard Cortex-M Debugger S Bus & Breakpoint
Module, Serial Wire Debug, ITM Uhit Matrix M Trace  Serial
Trace support SRAM & e
Peripheral ETM Trace Trace
Interface Port
* Core modules including DMA,
SysTick, & Interrupt (NVIC) s

— Execute and gain share Your Integral G”““‘“““"*:m
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Cortex-M | Core Comparison

Saturated DSP-exten ARM
Cortex-M . .
math sions architecture
Cortex-MO ARMv6-M
Von Neumann
Cortex-MO+ Subset ARMv6-M
Von Neumann
Cortex-M1 Subset ARMv6-M
Von Neumann
Cortex-M3 Entire Entire ARMvV7-M
Harvard
Cortex-M4 Entire Entire ARMV7E-M
Harvard
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Increased processing capability

Selecting the highg ¥ orporating high performance
Cortex peripherals and features

* 48MHz ARM Cote
 Full ARM instruct

M3,M4) :
 DSP extensions ( VIC with Tail-chaining
* FPU engine (M4 v:

EnergyTrace+ and Debuggers

Execute and gain share Your Integral Comgpon
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* The FPU provides floating-point computation functionality that is compliant with
the IEEE 754 standard e B B B B B B B e
* Enables conversions between fixed-point and floa | szt [ue | " wang P
5 g . . |: bl Pothnlt :l
floating-point constant instructions T feereemacey -
* The Cortex-M4F FPU fully supports C Memory ]
. . . PI'OtECthI"I unit
single-precision: R ]
E _________ Dell::_u_g_grjgl_'l:race _________ :l
Add Oy Lo @R e mee | E
* Subtract m = B
. é Bus Matrix
* Multiply =B S ]
o Div|de [] O Interface peripheral I/F [ ]
* Single cycle multiply and accumulate (MAC) e L, .-
C JC_vabo ) (___vewe ) vewee ) wevt _ J_wvevie __J wow _ J(__viowm __J(__ vior )
C WA Y veis J( wwov Y vmms ) wwem ) wmor ) WeeG ) VemiA ) vews )
C 7 J__wwor ) vPUSR 3 vsomT ) wsTM ) vaTR J__vsus ) Cortex-M4F




P soves  MSP432™ Microcontrollers

Differentiation

* Ultra-low standby and active power, and fast wakeup —
95uA/MHz active, 850nA Standby; Deep sleep to Active: <10us

typ
* Wide supply range — 1.62-3.7V, including flash operation,

enabling multiple battery technologies and eliminating
external regulation

* Integrated high-performance and low-power analog —
Including 1MSPS 14-bit ADC

* Secure MCU environment — Flash IP protection & integrated
AES-256 encryption

LaunchPad

* Designed for evaluation and initial
development

* Includes on-board emulator

* $12.99
Target Board

* Designed for advanced development
* $89

Execute and gain share
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1.62V - 3.7V Operation Temperature

NMSPARD
ARM®

Cortex™-M4F
48 MHz

U 6 KB

Up to 64 KB SRAM

| TOWCT G GIOCRING
 Programmable DCO |

| Low-PowerOSC |
Driver Libraries Real-11me Clock

DMA (3 ¢
32KB ROM

FPU
(VIC T WIC 1TV [ SO

4x 16-bit Timer/PWM
2x 32-bit GP Timers

Systick Timer
| CRCsZ

Real-time J IAG

Watchdog Timer
AES-206 4x UART or SPI 24ch, 14-bit 1 MSPS SAR ADC
4x 12C or SPI 2x Analog Comparators

Voltage Reference

Temperature Sensor
Capacitive louch 1/0

Same as MSP430

Tools & Software |

* MSPWare — |leverage
C-code portable MSP430 peripherals and
analog

Packages

TN L

* TI RTOS Support
* ARM 3 Party Ecosystem

’ 14

and gcc

Your Integral Enﬂ
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MCUs Training
Nested Vector Interrupt
Controller (NVIC)
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INSTRUMENTS
Interrupt Controller (NVIC) -
Handles exceptions and interrupts cdr't'e')'('

8 programmable priority levels, priority grouping

7 exceptions and 71 Interrupts

Automatic state saving and restoring: RO—R3, R12, LR, PSR, and PC
Automatic reading of the vector table entry

Pre-emptive/Nested Interrupts

Tail-chaining
Deterministic: always 12 cycles or 6 with tail-chaining

|—| ADC interrupt

Timer_A interrupt

... ...\ Main application (foreground)
-1

Execute and gain share Your Integral Comganentie Sheres
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Interrupts | Latency: Tail Chaining

A

Highest |
Priority |IRQ1 —/ :

_____________________________________________________

Typical processor m ISR 1 ] m[ ISR 2 ]

' Tail-chaining
Cortex M4 m ISR 1 o 1SR 2 ]

Interrupt handling in HW F 12— —l g F 12 —

. Cycles Cycles Cycles

Saving 18 cycles:
24 cycles (POP + PUSH) = 6 cycles (Tail-chaining)

Execute and gain share
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Interrupts | Declaration on MSP432

SERIAL
FhEESRE

. . .
. .
o Option 1: Declare the entire Interrupt Option 2: MSP430 method
(%]
O Vector table Use #pragma vector
Q #pragma DATA SECTION(interruptWVectors, ".intwvecs™)
: void (* const interruptWVectors[])(woid) = #pragma VeCtor = USCI BO VECTOR
i . . A .
pu (void (*)(void))((unsigned long)s_STACKEND), interrupt void USCI BO ISR (void)
s e initial stack pointer . — R —_
m resetISR, S* The reset handler o
) nmiISR, /* The NMI handler i {
(Vp] faultISk, f* The hard fault handler & . .
I intDefaultHandler, /* The MPU fault handler " SWltCh ( even 1n range (UCBO IV, 12) )
intDefaultHandler, f* The bus fault handler “f — — —
N intDefaultHandler, f/* The usage fault handler *r {
m e, /¥ Reserved e
e, f* Reserved i f
< o, * Reserved case 0: break;
Q 2, /* Reserved *r
intDefaultHandler, S* swCall handler *F O 0 ...
m intDefaultHandler, /* Debug monitor handler =
E 2, /¥ Reserved = }
intDefaultHandler, A* The Pendsv handler x4
' sysTick ISR, /¥ The sysTick handler *r
] EN intDefaultHandler, f* pss ISR e
i Cs_ ISR, /¥ S ISR it //All d int t t d
i PCM_ISR, /* PCM ISR -y
:—9 intDefaultHandler, /* WDT ISR b unuse in errup S rappe
. intDefaultHandler, /* FPU ISR =7 — .
E intDefaultHandler, F* FLCTL ISR Rl d #pragma veCtor - unused_lnterrupts
i CoMPe_TISR, f* CoMPe ISR i 4 - - ' .
! intDeFaultHandler, /* COMPL ISR 7 1nterrupt void intDefaultHandler (void)
! TAB B ISR, /* ThB B ISR = -_—
! intDefaultHandler, /* TAB N ISR 74 {
| intDefaultHandler, S* TAL 8 ISR xE
A intDefaultHandler, f* TAL N ISR B
E intDefaultHandler, /* TA2 8 ISR . //trap
! intDefaultHandler, f* TAZ N ISR "/
intDefaultHandler, f* TA3 @ ISR *f }
intDefaultHandler, /¥ TA3Z N ISR =
UARTE ISR, F* EUSCIAB ISR =x
SPI1_ISR, S* EUSCIAL ISR */

Execute and gain share
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Power | Feature Overview

* Wide supply range with true 1.8V+/-10% operation: 1.62V-3.7V

* Two internal core voltages for system frequency power-scaling
e 1.2V: 1-24MHz operation
* 1.4V: 1-48MHz operation

* Two internal voltage regulators to adapt for power requirements/profiles
e LDO: default regulator
* DC/DC: additional regulator for better efficiency @ higher frequency

* Supply Voltage Monitor & Supervisor

* DriverLib-assisted power state transitions & configurations

Execute and gain share Your Integral Comgianentie Sheras="
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INSTRUMENTS | o 2 i A=
Power | Operating Conditions
Vyn for LDO

BOR, reset released

Vun for both Flash accesses & SVSMH
Vi for DC/DC

S T N T S — »

1.6V 1.65V 1.71V 2V 3.7V VCC

ﬁ’~ |
’ Operating Voltage Range

54 p
Either Flash or SVSMH (not both) can be enabled

Execute and gain share Your Integral ComiiontRE St
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msrovents (CS | High-level Features 8 S
* Flexible clock sources & distribution: <2,32/

* 5 clocks from 7 sources (2 external, 5 internal) | Rt
 Selections suitable for high-speed & low-power operations

|

* Wide range of operating frequency
* 10kHz to 48 MHz
* Fine intermediate steps with dividers & tuning

* Configurable & robust system:
* Run-time lockable configuration
* Failsafe mechanism with interrupts for external sources

_ Execute and gain share Your Integral Eﬂmpunsmm ccess
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CS | HF & LF Oscillators
I e i e

1-48 MHz Internal integrated digitally
controlled oscillator.

1-48 MHz HEXT High frequency crystal. Frequency
L v v v range is SW configurable.
I
24MHz MODOSC Internal oscillator. option for
v v v .
peripherals such as ADC
5MHz SYSOSC Internal, direct clock for ADC
failsafe for HFXT
32kHz LFXT v v v v v Low-frequency oscillator
32kHz REFO Internal low-frequency oscillator.
L.  128kHz v v v v v Failsafe* (32kHz) for LFXT
—
10kHz VLO v v v v Internal ULP LF oscillator

Clock selection for WDT
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Software | MSP Register-Level

* Traditional MSP register-level access code fully supported

* Header files provide complete register & bit definitions

* Complete portability for common peripherals across 16 & 32-bit platforms
e 100+ code examples for MSP430-shared & new MSP432 peripherals

/ c code example \

WDTCTL = WDTPW | WDTHOLD; // Stop WDT

PS5SEL1 |= BIT4; // Configure P5.4 for ADC

PSSELO |= BIT4;

__enable_interrupt(); // MSP432: Enable master interrupt

SCS_NVIC ISERO = INT_ADC14 BIT; // MSP432: Enable ADC14 interrupt
ADC14CTLO = ADC14SHTO 2 | ADC14SHP | ADC140N

ADC14CTL1 = ADC14RES_2

ADC14MCTLO |= ADC14INCH 1; // Al ADC input select;

ADC14IERO |= ADC14IEQ; // Enable conv. interrupt

=_~SCS SCR _SLEEPONEXIT; // MSP432: Wake up-0n L
Execute and gainshare Your Integral Companent to Success
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GP/IO setAsPeripheralModuleFunctionOutputPin(PARANMETERSY), _ AP\ -_
/imer _generatePWM((PARAMETERS)

SERIAL
FhEESRE

PZ2DIR [= Ox04;
TAICCTLI = OUTMOD_7;

P2SEL |= Ox04;
TAICCR1 = 384;

TAICCRO = 511;
JAICTL = TASSEL 1 | MC_1 | TACLR; CIlOlO

001
* Driver Library offers easy-to-understand functions 10010010
 No more cryptic registers to configure 01010100

* MSP430/432 shared peripherals also share DriverLib APIs =
reduce porting effort

Execute and gain share
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MSP432 DriverLib | ROM & Source

MAP file: method to ensure ROM API is always used
UNLESS there’s an update (fix/enhancement ) or APIs only available in Source

SERIAL
FhEESRE

ROM MAP Source
APl 1 APl 1 APl 1
API 2 API 2 API 2
APl 3
APl n AP APl n

APl n+1

Execute and gain share
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MSP432 DriverLib | Calling Convention
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MSP432 DriverLib source (Flash)
* Include driverlib source folder in your project
e API Call: (param1, paramz2, etc.);

MSP432 DriverlLib ROM
* Use “rom.h” header file
* APl Call: ROM (paraml, param?2, etc.);

* Use “rom _map.h” header file
 API Call: MAP (paraml, param?2, etc.);

Execute and gain share Yot inisaal e 1 Bliccass
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Software | CMSIS

* Cortex Microcontroller Software Interface Standard (CMSIS)

Application Code

USER

CMSIS

| Cortex-M0 | | Cortex-M3 | | Cortex-M4 | J
Execute and gain share B A
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int putchar(int outChar)
{

devlO = outChar;
return outChar;

Printf

Execute and gain share
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COMPLIANT

ARM?® Cortex™ Microcontroller
Software Interface Standard
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CMSIS

COMPLIANT

ARM?® Cortex™ Microcontroller
Software Interface Standard

extern void __error__(char *pcFilename, const char *function, unsigned long line,
char *expr);

t#ifdef DEBUG
#define ASSERT(expr) {

if(!(expr))
{ __error_(__FILE_, func_, LINE__ Hexpr); } }

#else
#define ASSERT(expr)
#endif

const char ASSERT_FAILED_STR[] = "\n\rASSERT failed at:\n\r >File name: %s\n\r >Function : %s\n\r >Line No. : %d\n\r >Condition: %s\n\r";
void __error__ (char *pcFilename, const char *function, unsigned long line, char *expr)

{
printf(ASSERT_FAILED_STR,pcFilename,function,line,expr);
while (1) //Assert fail
{
; //Waiting
}
}
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